1. Приклад виконання роботи 

1. Запустити віртуальну машину з OS Linux та PuTTY
2. Вимкнути брандмауер (firewalld)
# service firewalld stop
  systemctl stop firewalld.service
# disable firewalld
  systemctl disable firewalld
# see status
  systemctl status firewalld
[image: ]
# disable SELinux
  setenforce 0
# У файлі біля SELINUX поставити disabled і не потрібно кожного разу писати setenforce 0 SELINUX=disabled
  nano /etc/sysconfig/selinux
# змінити SELINUX=enforsing
# на SELINUX=disabled
[image: ]
3. Оновити репозиторій epel
  yum -y install epel-release
# для оновлення необхідно зайти у файл 
  nano /etc/resolv.conf
# та прописати DNS
  nameserver 8.8.8.8
[image: ]

[image: ]
4. Встановити MySQL
# Подивитись, яка база даних буде додана
  yum provides mysql
[image: ]
Зайдіть на офіційний сайт https://www.mysql.com/downloads/
[image: ]
[image: ]
[image: ]
# Видаліть старий кеш:
dnf clean all
# Додати mysql до локального репозиторію
  rpm -Uvh https://dev.mysql.com/get/mysql84-community-release-el9-1.noarch.rpm
rpm -Uvh https://dev.mysql.com/get/mysql80-community-release-el9-5.noarch.rpm
  # Перевіряємо, чи була база даних додана 
  yum provides mysql
[bookmark: _Hlk227419226]# встановлюємо MySQL server
  yum -y install mysql-community-server
# При отриманні повідомлення «Помилка: ПОМИЛКА під час перевірки GPG» видалити ключі, термін дії яких закінчився, з бази даних RPM.

Знайдіть назви ключів MySQL:
rpm -q gpg-pubkey --qf '%{NAME}-%{VERSION}-%{RELEASE}\t%{SUMMARY}\n' | grep -i mysql

# Видаліть знайдений ключ (наприклад, якщо результат gpg-pubkey-3a79bd29-5d5c06ad):
rpm -e gpg-pubkey-3a79bd29-5d5c06ad

[bookmark: _Hlk227420341]# Oracle випустила новий GPG-ключ для підпису пакунків у 2025 та 2026 роках. Оскільки ви на EL9, виконайте:
rpm --import https://repo.mysql.com/RPM-GPG-KEY-mysql-2025
або
rpm --import https://repo.mysql.com/RPM-GPG-KEY-mysql
# Після імпорту нового ключа обов'язково видаліть старі завантажені пакунки, які не пройшли перевірку:
dnf clean packages
dnf clean metadata
dnf install mysql-community-server

[image: ]
# встановлюємо MySQL клієнта
  yum -y install mysql
# додаємо до автозавантаження
  systemctl enable mysqld
# запускаємо сервер
  systemctl start mysqld
# перевіряємо статус
  systemctl status mysqld
[image: ]
# дивимось логи сервера
  more /var/log/mysqld.log | grep password
# отримаємо і зерігаємо пароль
[root@ksp ~]# more /var/log/mysqld.log | grep password
2023-05-04T13:03:14.636307Z 6 [Note] [MY-010454] [Server] A temporary password is generated for root@localhost: &<STfy_rC6R_
# змінюємо пароль на власний
  /usr/bin/mysql_secure_installation

[image: ]
# для прикладу, пароль kn3-2023Ldubgd
# обираєм y(yes)
[image: ]
# рестартуєм service
  systemctl restart mysqld.service
# логуємось до створеної бази
  mysql -u root -p
[image: ]
  mysql -u root --password="kn3-2023Ldubgd"
# можемо переглянути нашу базу
  mysql>show databases;
[image: ]
#створюємо нового користувача kn
# для localhost
  mysql> CREATE USER 'kn'@'localhost' IDENTIFIED BY 'kn3-2023Ldubgd';
 # надаємо всі права
  mysql> GRANT ALL ON *.* TO 'kn'@'localhost';
[image: ]
# для network
  mysql> CREATE USER 'kn'@'%' IDENTIFIED BY 'kn3-2023Ldubgd';
  mysql>  GRANT ALL ON *.* TO 'kn'@'%';
[image: ]
# виходимо з бази даних
  exit
# перевіряємо логування під користувачем kn
  mysql -u kn --password="kn3-2023Ldubgd"
# створюємо базу даних opencart
  create database opencart character set utf8 collate utf8_bin;
# переглядаємо нашу базу
  show databases;
[image: ]
# заходимо в opencart
  use opencart;
# перглядаємо таблиці 
  show tables;
[image: ]
# виходимо з бази даних
  exit
5. Встановлюємо Apache web-serwer
# встановлюємо Apache web-serwer
  yum -y install httpd
[image: ]
# запускаємо сервер
  systemctl start httpd
# додаємо до автозавантаження
  systemctl enable httpd
# перевіряємо статус
  systemctl status httpd
#дивимось ір-адресу
  ip a
[image: ]

[image: ]
# увімкнути модуль mod_rewrite. Оновіть AllowOverride None на All
  nano /etc/httpd/conf/httpd.conf
# перевіряємо заміну
  more /etc/httpd/conf/httpd.conf | grep AllowOverride
[image: ]
# рестартуєм сервер
  systemctl restart httpd
# встановлюємо php
  yum -y install php php-mysqlnd php-gd php-ldap php-odbc php-pear php-xml php-mbstring php-snmp php-soap php-pecl-zip curl zlib 
# встановлюємо утиліту wget
  yum -y install wget
[image: ]
# встановлюємо аплікацію opencart 
Зайдіть на офіційний сайт https://www.opencart.com/index.php?route=cms/download

[image: ]
[image: ]

# завантажуєм opencart (use version 2.x) zip archive
  wget https://github.com/opencart/opencart/releases/download/4.1.0.3/opencart-4.1.0.3.zip
[image: ]
# встановлюємо утиліту unzip
  yum -y install unzip
#створюємо папку opencart
  mkdir opencart
#переносимо opencart-4.1.0.3.zip файл у папку opencart
  mv opencart-4.1.0.3.zip opencart
#заходимо в папку opencart
  cd opencart
[image: ]
#розархівовуємо
  unzip opencart-4.1.0.3.zip
#перемістимо файл
  mv opencart-4.1.0.3.zip ../
#скопіювати/перемістити папку opencart у /var/www/html
  cd ..
  cp -avr opencart /var/www/html
# заходимо в папку /var/www/html
  cd /var/www/html
  ls –al
[image: ]
#змінюємо доступ
  chmod -R 775 opencart
# змінюємо власника
  chown -R apache:apache opencart
[image: ]
# заходимо в папку /var/www/html/opencart/upload
  cd /var/www/html/opencart/upload
[image: ]
# створити config file
  cp config-dist.php config.php
# заходимо в папку /var/www/html/opencart/upload/admin
  cd /var/www/html/opencart/upload/admin
  cp config-dist.php config.php
[image: ]
# змінюємо власника
  cd /var/www/html
  chown -R apache:apache opencart
#перевіряємо
  ll /var/www/html/opencart/upload/admin
[image: ]
#restart server
  systemctl restart httpd
#заходимо на URL
http://192.168.199.134/opencart/upload/install/index.php
[image: ]
[image: ]
[image: ]
Database: opencart
Password: kn3-2023Ldubgd

[image: ]

#оновити DB user
  mysql -u kn --password="kn3-2023Ldubgd"
  mysql> SELECT user, plugin from mysql.user;
[image: ]
Увімкніть mysql_native_password плагін автентифікації, який вимкнено за замовчуванням:
[root@ksp ~]# mysqld mysql-native-password=ON
  mysql> SELECT user, plugin from mysql.user;
[image: ]
  mysql> exit
# рестартуєм базу даних
  systemctl restart mysqld
# оновлюємо opencart/upload/install/model/install/install.php
  nano opencart/upload/install/model/install/install.php
#знайти db->query("SET @@session.sql_mode = 'MYSQL40'");
[image: ]
  #змінити db->query("SET @@session.sql_mode = ' '");
[image: ]
# рестартуєм 
  systemctl restart httpd
[image: ]

[image: ]
#заходимо в базу даних
  mysql -u kn --password="kn3-2023Ldubgd"
# переглядаємо нашу базу
  show databases;
[image: ]
# заходимо в opencart
  use opencart;
# перглядаємо таблиці
  show tables;
[image: ]
# виходимо з бази даних
  exit

#заходим під admin http://192.168.199.134/opencart/upload/admin
[image: ]

[image: ]
#заходим в папку /var/www/html/opencart/upload/
  cd /var/www/html/opencart/upload/
[image: ]
#видаляємо папку install/
  rm -rf install/
[image: ]
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. MySQL Yum Repository
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Red Hat Enterprise Linux 7 / Oracle Linux 7 10.9K

(Architecture Independent), RPM Package
(mysqI80-community-release-el7-7.noarch.rpm) MD5: 65940019842 ffb8d64aeob650081b9




image9.png
[root@ksp ~]# dnf clean packages

BuistyueHo 0 daninis

[root@ksp ~]# dnf clean metadata

Kem =3acTapie

BUITyueHo 41 dann

[root@ksp ~]# dnf install mysgl-community-server

CentOS Stream 10 - BaseOS 1.7 MB/s | 6.9 MB
CentOS Stream 10 - AppStream 1.7 MB/s | 3.6 MB
CentOS Stream 10 - Extras packages 6.8 kB/s | 10 kB
MySQL 8.4 LTS Community Server 47 kB/s | 16 kB
MySQL Connectors Community 85 kB/s | 22 kB
MySQL Tools 8.4 LTS Community 19 kB/s | 5.2 kB

MakyHok mysgl-community-server-8.4.8-1.e19.x86 64 BxXe BCTaHOBJIEHO.
BajilexHocTi pozB’sazaHo.

Higvoro BMKOHYyBaTH.

BapepmeHo !
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[root@ksp ~]# systemctl status mysqgld
* mysgld.service - MySQL Server
Loaded: loaded (/usr/lib/systemd/system/mysqgld.service; cnabled;
Active: sctive (running) since Sat 2026-04-18 16:02:22 EEST; 10s
Invocation: 96c5c0c7496ad4ca299fdacbeel8ccfdl
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‘s generated for root@localhost:
[root@ksp ~1# usr/bin/mysql_ secure installation
-bash: usr/bin/mysql_secure installation: No such file or directory
[root@ksp ~]# /usr/bin/mysql_secure_ installation

Securing the MySQL server deployment.
:
Enter password for user root:

Error: Access denied for user 'root'@'localhost' (using password: YES)
[root@ksp ~]# /usr/bin/mysql_secure installation
Securing the MySQL server deployment.

Enter password for user root:

The existing password for the user account root has expired. Please set a new pa
ssword.

New password: l
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Change the pass‘;lord for root ? ((Press y|Y for Yes, any other key for No) : y
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[root@ksp ~]# mysql -u root -p

Enter password:

Welcome to the MySQL monitor. Commands end with ; or \g.
Your MySQL connection id is 11

Server version: 8.0.33 MySQL Community Server - GPL

Copyright (c) 2000, 2023, Oracle and/or its affiliates.

Oracle is a registered trademark of Oracle Corporation and/or its
affiliates. Other names may be trademarks of their respective
owners.

Type 'help;' or '\h' for help. Type '\c' to clear the current inp

mysql> I
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mysql> show databases;

| information schema |
| mysql |
| performance_ schema |
| sys |

4 rows in set (0.02 sec)
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mysql> CREATE USER 'kn'@'localhost' IDENTIFIED BY 'kn3-2023Ldubgd';
Query OK, 0 rows affected (0.04 sec)

mysgl> GRANT ALL ON *.* TO 'kn'@'localhost';
Query OK, 0 rows affected (0.02 sec)
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mysql> CREATE USER 'kn'@'$' IDENTIFIED BY 'kn3-2023Ldubgd’';
Query OK, 0 rows affected (0.01 sec)

mysgl> GRANT ALL ON *.* TO 'kn'@'$';
Query OK, 0 rows affected (0.01 sec)
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mysql> create database opencart character set utf8 collate utf8 bin;
Query OK, 1 row affected, 2 warnings (0.0l sec)

mysql> show databases;

information_ schema

| |
| mysql |
! !
| performance_ schema |
| sys |

5 rows in set (0.02 sec)
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mysql> use opencart;
Database changed

mysql> show tables;
Empty set (0.00 sec)
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DBCTAaHOBJIEHO :

apr-1.7.5-3.e110.x86 64 apr-util-1.6.3-23.e110.x86 64
apr-util-1mdb-1.6.3-23.e110.x86 64 apr-util-openssl-1.6.3-23.e110.x86 64
centos—-logos—httpd-100.4-1.el10.noarch httpd-2.4.63-13.e110.x86 64
httpd-core-2.4.63-13.e110.x86 64 httpd-filesystem-2.4.63-13.el10.noarch
httpd-tools-2.4.63-13.e110.x86 64 mod http2-2.0.29-3.e110.x86 64

mod lua-2.4.63-13.e110.x86 64

3aBepmeHO !
[rootRksp ~1# B
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[root@ksp ~1# ip a
1: lo: <LOOPBACK,UP,LOWER _UP> mtu 65536 gdisc noqueue stat
t glen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid 1ft forever preferred 1ft forever
inet6 ::1/128 scope host
valid 1ft forever preferred 1ft forever
2: ens33: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 gdisc

roup default glen 1000
link/ether 00:0c:29:08:da:74 brd ff:ff:ff:ff:ff:ff

inet [192.168.65.131/24 brd 192.168.65.255 scope global
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c A He xondinenuiiinmii  http://192.168.199.134

o
& CentOSs

HTTP Server Test Page

This page is used to test the proper operation of the HTTP server after it has been installed. If
you can read this page it means that this site is working properly. This server is powered by
CentOS.
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[root@ksp ~]# more /etc/httpd/conf/httpd.conf | grep AllowOverride
AllowOverride All
AllowOverride All
# AllowOverride controls what directives may be placed in .htaccess files.
AllowOverride All
AllowOverride All
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Installed:
wget.x86_64 0:1.14-18.el7 6.1

Complete!
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(6] 25 https://www.opencart.com/index.php?route=cms/download

)pencarf _.7 FEATURES ~ DEMO  MARKETPLACE ~ BLOG ~ DOWNLOAD  RESOURCES ~

=5 SCALAHOSTING DOWNLOADNOW &>

Easy set-up by our hosting Download & host your own
partner V4.1.0.3 March 25, 2025. Release notes
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[root@ksp ~]# 1s
anaconda-ks.cfg bash opencart-4.1.0.3.zip
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[rootl@ksp ~]# cd opencart
[root@ksp opencart]# 1ls
opencart-4.1.0.3.zip
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[root@ksp ~]# cd /var/www/html

[root@ksp html]4 1s -al
total 0

drwxr-xr-x. 3 root root
drwxr-xr-x. 4 root root
drwxr-xr-x. 5 root root

22 May 4 17:54 .
33 May 4 16:57 ..
265 May 4 17:51 opencart
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[root@ksp html]# chown -R apacﬂe:apache opéncart
[root@ksp html]# 1s -al

total 0
drwxr-xr-x. 3 root root 22 May 4 17:54 .

drwxr-xr-x. 4 root root 33 May 4 16:57 .
drwxrwxr-x. 5 apache apache 265 May 4 17:51 opencart
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[root@ksp html]# cd /var/www/html/opencart/upload

[root@ksp upload]# 11

total 8
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drwXrwxr-x.
~IWXIWXI-X.
drwXrwxr-x.
~IWXIWXI-X.
drwXrwxr-x.
~IWXIWXI-X.
Arwxrwxr-x.

N RGN~

apache
apache
apache
apache
apache
apache
apache
apache

apache
apache
apache
apache
apache
apache
apache
apache

120
65

92
311
140
451
159

Aug
Apr
Dec
Jun
Aug
Aug
Dec
Aug

16
27
29

27

2016
2016
2015
2016
2016
2016
2015
2016

admin

catalog
config-dist.php
image

index.php
install

php.ini

system




image31.png
[root@ksp upload]# cd /var/www/html/opencart/upload/admin
[root@ksp admin]# cp config-dist.php config.php
[root@ksp admin]l# 11

total 8

~IWXIWXI—X.
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[root@ksp html]# 11 /var/www/html/opencart/upload/admin

total 8
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c A He xondinenuiiinmii  http://192.168.199.134/opencart/upload/install/index.php B %

opencart -7 Langusge ~
_icense agreement

7 Please read the OpenCart licence agreement

- )

GNU GENERAL PUBLIC LICENSE

Version 3, 29 June 2007
Copyright © 2007 Free Software Foundation, Inc. <http://fsf.org/>

Everyone is permitted to copy and distribute verbatim copies of this license document, but changing it is not allowed.

Preamble

The GNU General Public License is a free, copyleft license for software and other kinds of works.

The licenses for most software and other practical works are designed to take away your freedom to share and change the works. By contrast, the GNU General Public
License is intended to guarantee your freedom to share and change all versions of a program--to make sure it remains free software for all its users. We, the Free
Software Foundation, use the GNU General Public License for most of our software; it applies also to any other work released this way by its authors. You can apply it to
your programs, too.





image34.png
1. Please enter your database connection details.

DB Driver
MySQLi

* Username
kn

* Database

opencart

* Port

3306

* Hostname

Prefix

oc_

Advanced
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2. Please enter a username and password for the administration.

* Username * Password
‘ admin ‘ kn3-2023Ldubgd
* E-Mail

kn@gmail.com

Back
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By Enter your database and administration details

@ Error: Could not make a database link using root@ksp!
Message: Plugin 'mysql_native_password' is not loaded




image37.png
mysql> SELECT user, plugin from mysql.user;

kn
mysql.infoschema
mysqgl.session
mysql.sys

root

caching_sha2_password

|
+
kn | cachingﬁsha2fpassword

| |

| cachingﬁsha2fpassword |

| cachingﬁsha2fpassword |

| cachingﬁsha2fpassword |

| |
"

caching sha2 password
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mysql> SELECT user, plugin from mysql.user;

kn
mysql.infoschema
mysqgl.session
mysql.sys

root

mysql_native password

|
+
kn | mysql native password |
| |
| cachingﬁsha2fpassword |
| cachingﬁsha2fpassword |
| cachingﬁsha2fpassword |
| |
"

caching sha2 password
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$db->query ("SET CHARACTER SET utf8");
$db->query ("SET @@Eession.sqlfmode = "MYSQL40'");

$db->query ("DELETE FROM " . $data['db prefix'] . "user$
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$db->query ("SET CHARACTER SET utf8");
$db->query ("SET @@session.sql mode = 'g");

$db->query ("DELETE FROM " . $data['db prefix'] . "user$
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4/4 Installation complete opencort ?

Ready to start selling!
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[root@ksp ~]# systemctl stop firewalld.service
[root@ksp ~]# systemctl disable firewalld
[Removed symlink /etc/systemd/system/multi-user.target.wants/firewalld.service.
[Removed symlink /etc/systemd/system/dbus-org.fedoraproject.FirewallDl.service.
[root@ksp ~]# systemctl status firewalld
e firewalld.service - firewalld - dynamic firewall daemon

Loaded: loaded (/usr/lib/systemd/system/firewalld.service; disabled; vendor p
reset: enabled)

Active: inactive (dead)

Docs: man:firewalld(1l)
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192.168.65.131
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mysql> show databases;

[+ +
| Database |
[+ +
information_ schema
mysql
opencart

| |
| |
| |
| performance_ schema |
| sys |
" "
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mysgl> show tables;

| oc_address

| oc_affiliate

| oc_affiliate activity

| oc - affiliate logln

| oc_: afflllate transaction
|

|

N

oc_api
oc api ip
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& Please enter your login details.

Username

a admin

Password

Forgotten Password
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ipload/admin/index php?route=common/dashboardauu

A Important Security Notification!

@ Delete installation directory

B Move storage directory

8 Move admin directory





image47.png
[root@ksp html]# cd /var/www/html/opencart/upload/

[root@ksp upload]# 11
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[root@ksp upload]# rm -rf install/
[root@ksp upload]# 11

total 12
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# This file controls the state of SELinux on the system.
# SELINUX= can take one of these three values:

# enforcing - SELinux security policy is enforced.
# permissive - SELinux prints warnings instead of enforcing.
# disabled - No SELinux policy is loaded.

SELINUX=disabledl
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# Generated by NetworkManager
search localdomain

nameserver 8.8.8. 8.
nameserver 192.168.65.2
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[root@ksp ~]# yum provides mysql

Loaded plugins: fastestmirror

Repodata is over 2 weeks old. Install yum-cron? Or run: yum makecache fast
Determining fastest mirrors

* base: mirrors.bytes.ua

* extras: mirrors.bytes.ua

* updates: mirrors.bytes.ua

limariadb-5.5.68-1.e17/x86_64 : A community developed branch of MySQL
Repo : base

Matched from:

Provides : mysql = 1:5.5.68-1.el7




