KopoTtki TeopeTnuHi BizoMocTi

MucTteurBo aaMiHICTpyBaHHS MOJSITa€ B TPAMOTHOMY BHUKOPHUCTaHHI BCiX
HAJTAIITYBaHb OINEPAIiifHOI CHUCTEMH, a TaKOX Yy CBOE€YAaCHOMY IIOHOBJICHHI
CHCTEMHOI'0 IPOTPaMHOT0 3a0€31eYEeHHSI.

OcHoBHOIO yTWIITOIO aaMiHicTpyBaHHs € "KepyBaHHs koM toTepom”
("Computer Management"). OTpuMaTH JOCTYN JO JaHOTO PO3ILIY OIepariiiHol
CHUCTEMHU MO>KJIMBO 32 JOTIOMOT'OI0 HACTYIHUX KPOKIB:

e Komo6inamiero ximasim Windows + R Buxiukaru BikHO «BHUKOHATHY», BBECTH
tekct control panel, Ta natucaytu Enter. [lepeiitn y pos3nin Cucmema ma
oe3nexa -> Aominicmpyeanns -> Kepysanusa komn’romeponm;

Abo

e KomoOinamiero xiasim Windows + R Buximkaru BikHO «BukxoHaTH», BBECTH

TEKCT compmgmt.msc, Ta HaTucHYTH Enter.

Jlanuii po3aUT MICTUThH TPU IPYIH HAJAIITYBAaHb:

1. "Cnyx6oBi mnporpamu" ("System Tools"), mo, y cBow uepry,
CKJIA/Ia€ThCS 13 HIECTU MIPOrPaM:

o "[lepernmsan nomiii" ("Event Viewer") — nepersisi CHCTEMHUX >KypHATIB;

"OnosimenHa 1 xypHanu mnpoayktuBHocTi" ("Performance Logs and

Alerts") — HacTporoBaHHS BUY TIONIEPEKEHb 1 MOBIIOMIICHB:

o "3aranpHi manku" ("Shared Folders") — meperysn 1 aaMiHiCTpyBaHHS
3arajJbHUX PEeCypciB KOMIT I0TEpa;

o "Ilucnetuep npuctpoi" ("Device Manager") — HacTporOBaHHsI anapaTHOi
YaCTUHH KOMIT I0TEPA;

o "Jlokanmpui kopuctyBaui 1 rpymu" ("Local Users and Groups")
aJMIHICTPYBaHHS MPaB KOPUCTYBAYIB 1 TPYII.

2. "3amam’sitoByroui npuctpoi’ ("Storage") — KepyBaHHS BJIACTUBOCTSIMHU
3amam’sITOBYIOUMX  HPUCTPOIB 32  JOMOMOrorw  po3aumB:  «3iomHl 31y,
«JledparmenTania qucka» 1 «KepyBaHHS AUCKaMU».

3. "Cnyx6u 1 nogatku" ("Services and Applications") — iHdopmartis po
CTaH pi3HUX ciyk0, Harpukian, Plug and Play, DNS, DHCP 1 T.1on. .

Hpyruii nmo BaxmuBocTi B cucremi Oe3neku OC WINDOWS e yrtumita
"JlokanpHa momituka Oe3meku" ("Local Security Policy"), npusnauena s
aAMIHICTPYBaHHS XapaKTEPUCTUK MApOJiB, TEPMIHY iXHBOI Aii, MPaBUJI IXHBOIO
BITHOBJICHHS 1 T.1. .

3BUYaliHO, HACTPOIOBAaHHS pIBHSA O€3MEKH BHUKIIOYHO I1HAWBIIYaTbHO IS
KOXHOI KOMIT'IOTEPHOI CHUCTEMH 1, Y KIHLIEBOMY PaxyHKY, 3aJ€KHUThb BiJl Oaratbox



yuHHUKIB. OfHAK, ICHYIOTh JIedKl PEKOMEHJOBaHI CTaHAAPTHU, SKU peaji30BaHI B
11a0JI0Hax Oe3IEeKH.

IIa6s0nu 0e3nexu niaa agminicrparopa WINDOWS

[Ila6moH Oe3neku sABIsiE€ COO0I0 3BUUANHUN TEKCTOBHUM (Dailil 13 pO3MIMPEHHIM
*inf, mo 3Haxomuthcs B mammi  %WinRoot%\=security\templates 1 MicTUTh
HACTPOMKU HACTYITHUX TPYII MMapaMeTpPiB ONePaIliiHOT CHCTEMHU.

. Account Policies: momituka mapoJiB, npaBuia OJIOKyBaHHS OOJIIKOBHX

3amuciB 1 HacTporoBaHHS mporokoiy  Kerberos. SIkmo gaHl  MOMITHKH
3aCTOCOBYIOTHCS Ha PiBHI opraHizaiiiaoro miapo3niny (Organization Unit), TO BOHH
TOPKAIOTh TUTBKH JIOKadbHI 0a3u oOmikoBux 3amuciB (SAM). HactporoBanus
JOMEHHUX 00JIIKOBUX 3amucCiB peryioroThes Default Domain Policy.

. Local Policies: cucrema ayawrta, npaBa KOPHCTYBadiB 1 OCHOBHHUX
HACTPOIOBAHb OE3MEKH.

. Event Log Settings: HacTporoBaHHS TphOX KypHaliB ayaurta (System,
Application, Security).

. Restricted Groups: oOMeKeHHSI YWICHCTBA B TPYIIaXx.

. System Services: pexuM 3amycKy i KOHTPOJb IOCTYIY JO CHCTEMHHX
CITy k0.

. Regqistry values: no3Bii Ha JOCTYII 10 TaHUX PEECTPY.

. File System: no3Bin Ha gocTy 70 ¢aitiiB i Mamnox.

CrangmaptHe mnocradanHs WINDOWS wmictuth Kidbka IIA0JIOHIB, SKH
30epiratoThes B mamii %WinRoot%\inf, Ta BUKOpHUCTOBYIOTBCS i1 HACTPOIOBAHHS
CUCTEMHU Ha pi3H1 pPiBHI O€3IEKH,

JlogaTkoBe NPUKJIAIHE MPOrPaAMHe 3a0e3MeYeHHs :

- "AUTORUNS.EXE" — mporpama nmst BigoOpakeHHs YCIX MPOIIECiB, 1110
3aBaHTaXeH1 Ha TaHOMy KoM toTepi. Lls mporpama ne nompebye incmanayii.

- "FileMon.exe" — mporpama - MOHITOP IPOIIECIB y peabHii roauHi. He
nompebye iHcmanAyii.

Komanna NET

Komanna 3amyckaetsesi B pexxumi komanaaoro psiaka ( Windows + R -> cmd -
> net.exe ...xmou..)

Net accounts

Cay>kdTh N1 OHOBJIEHHS 0a3u OOJIKOBUX JIAaHUX KOPUCTYBadiB, 3MIHU MAPOJIiB
1 TapaMeTpiB MiAKITIOYSHHS JJI BC1X KOPUCTYBAUiB.

Net computer



CnyxuTh 1151 1ojaBaHHS ab0 BHJAJICHHS 1IMEHI KoMm'lorepa 3 0a3u JaHuX
JIOMCHY.

Net group
JlonaBanHs, BifoOpa)keHHS 1 3MiHa TTI00ANBHUX TPYII B JOMEHAX.

Net localgroup
JonaBanHs1, BigoOpaxxeHHs 1 3MiHa JokaiabHUX rpyn. Komanmga Net localgroup
0e3 rmapaMeTpiB BUBOJIUTH IM'S cepBepa 1 iMeHa JIOKaJIbHUX T'PYIT KOMIT'IOTepa.

Net share

Ynpapninus 3aranbHuMu pecypcamu. [Ipu Bukiamky xomanau Net share 6e3
napaMeTpiB BHBOJSTHCA BiOMOCTI TMPO BCi 3arajlbHUX pecypcax JOKaJIbHOTO
KOMIT'FOTepa.

Net view

BuBoauTh CIUCOK TIOMEHIB, KOMIT'IOTEPIB a00 3arajibHUX PECypciB Ha JaHOMY
komm'torepi. Bukiukana 0e3 mapameTpiB, KoMaHjaa Net view BHUBOJUTH CIIHCOK
KOMIT'FOTEPIB B TOTOYHOMY JOMEHI.



